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Foreword
By Ran Haase

In 2015, we in Eindhoven were thinking about what the role of the municipality should actually
be when it comes to collecting data in the public space. The reason for this was that to an
increasing degree, we were being confronted with a range of different parties that wanted to
collect data about visitors to the city. Our thought experiment took us through fundamental
questions about the public interest that we, as municipality, stand for: questions about
ownership of data, fundamental rights, the value that can be created with data and the interest
of the local resident. Ultimately, this process led us to the Open Data Principles and the IoT
Charter. These principles were then developed into the ‘Ground Rules for the Digital City’
(Spelregels voor de Digitale Stad) in Amsterdam and Eindhoven, designed to offer a game plan
for equitable data use.
Thankfully, since that time ideas surrounding data use have not been standing still. The debate
on data and (more recently) AI is making greater and greater inroads into all manner of
domains within the municipal landscape. The opportunities and challenges are becoming
increasingly clear, but remain quite difficult for many politicians, public officials and individuals
in society to really understand. Be that as it may, over the past year we in the world of municipal
government have been seeing growing calls for ethical considerations in big data projects.
It is gratifying to see that the Ministry of the Interior and Kingdom Relations has taken the
initiative for the living lab on appropriate data use, and that the Ministry was fortunate enough
to find Prof. Eric Postma willing to write the following essay. Prof. Postma is a full professor in
the Department of Cognitive Science & AI at Tilburg University, and at the Jheronimus Academy
of Data Science (JADS) in ’s-Hertogenbosch, a partnership between Eindhoven University of
Technology and Tilburg University. His research focuses on the development and application of
machine learning in the automatic recognition of images and signals.
I heartily endorse Prof. Postma’s recommendations: AI must not develop in a vacuum. There is a
need for investment in top-level research. At the same time, we need to be having a debate
about the ethics and legal and ethical principles of the society we want to be.
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This is why it is important for the government to invest in knowledge development among
politicians and policymakers, to allow them to make their contribution to this debate in a
meaningful and responsible way. Prof. Postma’s recommendations are important steps in a
debate that we have to be having, and keep having into the future.
Ran Haase
Legal advisor, Municipality of Eindhoven
Member of the Supervisory Committee

Summary
This essay is intended to present a level-headed look at artificial intelligence (AI)
and its role in the society of today and the future. Its emphasis will be on the use
of data and AI algorithms in the public space. It attempts to answer the question
of how to avoid data use gone wrong and bad applications of AI algorithms in
our society.
After an introductory consideration of algorithms, machine learning, and the
recent ‘AI revolution’, it will go on to discuss: (1) the difficulties policymakers face
in understanding all aspects of AI and responsible data use, (2) the AI revolution
as both a technical and social revolution, which calls for an interdisciplinary
approach, (3) the crippling shortage of professionals in a wide range of domains
with adequate knowledge of the potential and risks of AI algorithms, and (4) why
certification of AI algorithms by an independent body is necessary.
On the basis of these determinations, five policy proposals are formulated.
These are: (1) give politicians and policymakers regular education and training on
data use and the emerging advances in AI in relation to their social and legal
aspects, (2) invest in education and training to produce interdisciplinary
professionals to address the crippling shortage in this area, (3) improve the
circumstances for AI researchers in order to stop the brain drain of researchers,
(4) invest in research to facilitate the transition to an equitable digital society,
and (5) the government should consider making review of AI algorithms
mandatory in order to minimize the risk of abuses and wrongdoing.
Implementing these policy proposals can help prevent things from going wrong
as our society embraces the application of AI algorithms.

Appropriate use of data in public space | 107

1. Introduction
Artificial intelligence, also referred to as ‘AI’, is a hot topic in modern society. Wild
predictions and warnings about AI are fuelling an ongoing sense of concern and
uncertainty. This essay is intended to present a level-headed look at AI and its role
in the society of today and the near future. The focus will be on data in the public
space, which in some ways can be considered the ‘oil’ that AI algorithms run on.
We will take a look at four observations and then build on them with five policy
proposals.
Before going into the key question, this essay will first prevent a broad outline of
what AI is and why at present it is taking on such a prominent place in the media
and the public debate.

1.1 What is AI and why is it important in the digital society?
AI as a research area has a long and storied history. The term ‘Artificial Intelligence’
was first put forward by John McCarthy in 1956. The objective of AI is to understand
and create ‘intelligent systems’. The standard textbook used in AI1 offers the
following four distinct definitions of the concept of artificial intelligence:
•
•
•
•

Systems that think like people
Systems that think rationally
Systems that act like people
Systems that act rationally

These four definitions combine the concepts of ‘thinking’ and ‘acting’ with ‘like
people’ and ‘rationally’. Thinking and acting like people means understanding and
imitating people, while with the idea of thinking and acting ‘rationally’, we lean
towards envisioning non-human systems driven by pure logic. It is an image we
can find in countless science fiction films in which a humanoid robot reasons in a
completely logical (rational) manner while exhibiting no emotions or empathy.
The existence of multiple definitions is an indication that there are many different
interpretations of what AI means.
Taking a look at the potential that AI offers can help clarify the picture. For
example, AI has given us extremely powerful chess computers that can beat the

best human players. Such systems are rational in the sense that they are based on
the purely logical analysis of all consequences of every possible move and
countermove. This is only possible because the world of the chess game is in fact
quite limited, and so lends itself well to being described in terms of logic. To play
chess, the chess computer does not need to understand what a chesspiece is, or
what the chessboard is. In other words, the chess game is something relatively
simple, that can be formalized in terms of logical rules that, in turn, are easy to
implement in a computer program – so easy, in fact, that it was in the waning years
of the last century, 1997, that an early AI system, IBM’s ‘Deep Blue’ computer, was
able to beat world chess champion Garry Kasparov.
But the real dream of the first generation of AI researchers was to create an AI
system with the capacity for rational thought; a system that could reason on the
basis of pure logic. The success of Deep Blue was seen as a major step forward
towards the achievement of an artificial, rationally thinking system. After all, Deep
Blue had proven itself able to ‘out-reason’ human beings in the game of chess.
But taking this into the real world – creating a chess computer or robot that could
interact with the chessboard, for example, using a video camera in combination
with a robot arm, proved to be a far greater challenge. Such a system had to
identify all chesspieces in a variety of conditions, such as in different lighting levels
and even if obscured by other chesspieces on the board. The visual recognition of
chesspieces, the chessboard, and the opponent proved to be a major challenge,
because these are things that cannot be formalized in obvious ways. This is the
reason that we have had chess computers, fast processors, and automated
planning systems for quite some time, but systems that can automatically
‘recognize’ and describe images are only emerging now. These are products of the
recent ‘AI revolution’, which has produced breakthroughs in hard-to-formalize
tasks such as the analysis of images, audio and text. The rise of data-driven AI
algorithms with the capacity to analyse and recognize patterns and images, audio
and text has come in parallel with the increasing importance of the quality of data.
The quality of an AI algorithm is directly dependent on the quality of the data.

1.2 Research question
The new AI algorithms are having an enormous impact on society. The sheer
number of potential applications has led to real shifts in the distribution of
responsibilities between man and machine. And this, in turn, has led to a
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restructuring of our society, in part in the form of changes in our regulations and
our standards. Data is a central element of this process. Virtually all AI innovations
have been the result of the collection and preprocessing of data. This brings us to
the following research question.
What do we need to do to avoid data use going wrong and bad applications of AI algorithms in
our society?
The answer to this question must come from a consideration of the ‘old’ and the
‘new’ algorithms (chapter 2), machine learning algorithms (chapter 3), and the AI
revolution (chapter 4). This consideration leads us to four observations on which
we can base the answer to our question (chapter 5), culminating in five policy
proposals (chapter 6).

2. Deterministic algorithms versus
probabilistic algorithms
Ordinary algorithms have been playing a vital role in our society for decades. All
computers function on the basis of algorithms that ensure that a multitude of data
processing actions, ranging from low-level tasks like reading and writing data to a
computer memory, to high-level actions like properly translating keyboard
commands to computing actions, are handled correctly. This type of algorithm is
completely deterministic, which means that with a given starting state, the
algorithm will always reach the same end state. For example, when a computer
user wants to save a file, she can use the key combination Ctrl-S. The command
Ctrl-S activates an algorithm that performs a predefined series of electronic actions
that ultimately result in the saving of the file. The programming language used to
define these actions is a formalized collection of instructions, which are commonly
based on IF-THEN constructions. To program the Ctrl-S functionality, an algorithm
will typically use the following structure:

The THEN element specifies the electronic action of saving the file. The use of
IF-THEN rules in algorithms is an expression of the formal basis of computer
algorithms. Researchers in theoretical computer science study algorithms through
the lens of formal logic. It is formal logic that allows us to see that an algorithm is
functioning as designed. The capacity to do this is relatively simple for formalized
tasks such as rule-based tasks. Rule-based systems generally mean that if a
number of conditions are met, the rule is applied. This is something that is easy to
define in a computer algorithm.
IF condition 1 AND condition 2 AND... THEN the rule applies.
As long as rules are unambiguous and consistent, they are easy to translate into
algorithms.
Probabilistic algorithms are distinguished from deterministic algorithms in that
they have a probabilistic element. As an example, consider a lottery: The winning
number is determined by a ‘random number generator’.2 Because of this
probabilistic element, there is no way to say with certainty what the result of
running the algorithm will be. Instead, the result can only be expressed in terms of
probabilities. With a die-rolling algorithm, for example, you can only predict that
the chance of a ‘1’ as output is equal to 1/6th, or that on average the output of the
algorithm will be ‘1’ one out of six times. The distinction between deterministic and
probabilistic algorithms is important for understanding modern machine-learning
algorithms.

IF key = ‘Ctrl’ AND key =
‘s’ THEN save_file
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3. Machine learning algorithms
Machine learning algorithms are probabilistic algorithms that attempt to make
predictions on the basis of data. There are three types of machine learning
algorithms that each differ in the way they learn: supervised learning, unsupervised
learning and reinforcement learning.
Supervised learning means learning on the basis of examples that are identified as
they are given in the learning process. For example, when supervised learning is
used to train a machine learning algorithm to identify suspicious behaviour in
video input, the training examples will consist of video clips of persons. The video
clips are identified or labelled as ‘suspicious’ or ‘not suspicious’. In effect, the label
defines the nature of the recognition task. In a simplified example the same videos
could be labelled ‘man’ and ‘woman’ to train the algorithm to identify the sex of
the person in the video.
Unsupervised learning is based on the examples only, with no labels. Using the
previous example, with unsupervised learning the machine learning algorithm
could be trained to group the videos based on the most prominent visual
correspondences. The groups of the output from the unsupervised learning
algorithm might be based on a number of different correspondences, such as the
type of weather or the amount of movement in the video. The absence of labels
results in less control of the result. For this reason, unsupervised learning is less
successful than supervised learning. Generally, unsupervised learning is used to
gain insight into the data, because it produces insights into the grouping of data
points. Because for many applications there are no labels available or labels are
difficult to obtain, there is an ambition in the field of AI to broaden the applications
for unsupervised learning.
Reinforcement learning is generally used to teach sequences of actions, like the
process of teaching a robot to navigate. In reinforcement learning, the machine
learning algorithm generates actions that are rewarded if they are correct.
This learning method is analogous to the method that has been shown to be
successful in teaching animals complex behaviours: Each time the animal exhibits
the desired behaviour, it is rewarded with a treat or a show of affection. In 1950,
psychologist B.F. Skinner used reinforcement learning to teach pigeons to play

table tennis with their beaks.3 In the field of AI, reinforcement learning is currently
being used very intensively (and successfully) in formalizable domains like video
games or computer variants of boardgames like the ancient Chinese game of Go.
In this essay we will be restricting ourselves to supervised learning, because this is
currently the leading and most successful variant of machine learning.
The probabilistic nature of machine learning algorithms is not only a function of
the use of a random number generator, but also the probabilistic nature of the data
used for ‘training’ these algorithms. The major tech companies rely on machine
learning algorithms for a great many purposes, like predicting whether a customer
is interested in certain products. Google collects tremendous amounts of data
about its users’ search, navigation and purchase behaviours, because the company
can use this data to train machine learning algorithms with supervised learning
techniques. This training can take on various different forms, but always results in
a statistical model that uses a section of the data (the ‘input’) to predict other data
(the ‘output’, also referred to as the label). After training, these models can be used
for prediction of previously unseen inputs, for example analysing new customers’
internet behaviour (the input) to predict what products they will be interested in
(the output). After training, most machine learning algorithms perform in a
deterministic way: given the same input, they will always generate the same
output. As already described, the probabilistic nature of machine learning
algorithms is primarily a function of the data.
Let’s consider an extremely simple example. Suppose that as the input, the sex of
the visitors to a webshop is known. The webshop can track how often women
make purchases from the categories ‘tools’ and ‘kitchen items’, and how often
men do. Based on the frequencies observed of purchases of tools and kitchen
items, the webshop’s machine learning algorithm can derive the probability that a
woman or a man will buy tools or kitchen items. After training, the algorithm will
be able to use a new customer’s sex (the input) to predict the output (in this case,
the prediction of whether a customer will be interested in tools or in kitchen items).
The machine learning algorithm makes a prediction of the purchase on the basis of
the customer’s sex.
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Although the example described here is extremely simple, it is a good illustration
of the essence of machine learning algorithms. After training, these algorithms
make statistical models of the reality as represented in the data. The quality of the
algorithms therefore depends on the quality of the data. All the aspects that are
important for good statistics are also important for the proper functioning of
machine learning algorithms. To take one example, the ‘random sample’, or the
data on which the algorithm is trained, must be representative for the population
that it is being used for. If, for example, the algorithm described above is trained on
data of men and women from a population group in which the women typically
perform household duties, the predictions will be completely different from when
the algorithm is trained on a population group in which the men normally perform
the household duties. Due to the probabilistic nature of the data used for training
machine learning algorithms, the basic principles of statistics are the most
fundamental basis for understanding the functioning, potential and limitations of
machine learning.

3.1 The statistical basic principles of machine learning
Supervised training of a machine learning algorithm requires vast numbers of
input-output instances. Looking at our simple example, an input-output instance
is made up of the data of a customer who has made a purchase, for example a
male customer who has purchased kitchen items. This instance now consists of the
input-output pair ‘male’-‘kitchen items’. In the prediction of election results,
researchers increase the reliability of the predictions by (1) taking a representative
random sample, and (2) collecting as many respondents as possible. This has a
direct parallel with machine learning algorithms. The quality of the predictions
obtained from a trained machine learning algorithm depends on (1) the
representativeness of the instances and (2) the quantity of the instances.
The first point, (1) representativeness, has already been referred to above. A current
example is the object recognition algorithms used by Google, Amazon, and other
major tech companies. Recent research has shown that everyday objects like
toothpaste can be easily recognized in images from wealthy countries, but the
results are extremely bad on images from poorer countries. The reason for this is
that the algorithms have been trained on input-output instances (such as an image
of a tube of toothpaste as input and ‘toothpaste’ as output) the vast majority of
which have been obtained from rich, Western countries.

A photo from an extremely poor country like Burundi will show a tube of
toothpaste against a background of wood instead of a tiled bathroom, and so will
produce the erroneous output ‘wood’.4

The reason for this is that the algorithms
have been trained on input-output
instances from rich Western countries
The second point on which the quality of a machine learning algorithm’s
predictions depends is (2) quantity; this refers to the number of instances used to
train a machine learning algorithm. For an algorithm to function well, it needs an
adequate number of labelled instances. One of the major reasons for the current
explosion in machine learning and AI is the existence of huge tech companies that
have access to enormous quantities of data.

3.2 Complex machine learning algorithms
Simple machine learning algorithms have been around for a long time. The earliest
proposal for what was referred to as the ‘nearest neighbour’ algorithm goes back
to 1951.5 Since this early machine learning algorithm, learning algorithms have
been investigated and applied in many forms, and under many names – such as
pattern recognition, data mining and knowledge discovery. Although this variation
in nomenclature indicates subtle differences in the approach or application, the
fundamental common denominator across all of them is the creation of a
predictive model (or algorithm) on the basis of data. Today, ‘machine learning’ is
the generally used umbrella term for learning algorithms.
There is a tremendous variation in machine learning algorithms. These algorithms
differ in the way in which they make predictions based on the training data.
With any given prediction task – for example the prediction of whether a person in
the public space will exhibit criminal behaviour on the basis of detailed location
data from her mobile phone – there is no way to know in advance which algorithm
will work best. For this reason, AI researchers experiment with different algorithms
to determine which produces the best predictions for a given task.
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One important dimension in which machine learning algorithms differ is the
complexity of the prediction task. Suppose criminal behaviour is easy to determine
based on location data (for example, because a specific location is where criminals
hang out). In this case, the prediction task is extremely simple, and we can suffice
with a simple machine learning algorithm. In this hypothetical example, it is that
simple: the location predicts criminal behaviour. In practice, however, predicting
criminal behaviour is obviously much more complex, and finding a predictive
element in the combination of location data requires a more complex machine
learning algorithm.
The advantage of a more complex machine learning algorithm is that these are
generally better able to make predictions. This better performance in making
predictions comes at the cost of the interpretability of the prediction. In the case of
the simple machine learning algorithm, interpretability is high. If the algorithm
predicts criminal behaviour, it is because the person spent time at the ‘criminal
location’. This makes the reason for the prediction easy to explain. The
interpretability of a complex machine learning algorithm is much more difficult,
due to the abstract combination and weighting of data elements that are generally
difficult to explain in natural language.

The European Group on Ethics in Science and New Technologies formulates this
principle in its 2018 statement this way: ‘...AI’s inner workings can be extremely hard – if
not impossible – to track, explain and critically evaluate.’6
The trade-off between predictive performance and interpretability is one of the key
issues in the AI revolution. At the furthest extreme, the powerful deep learning
algorithms at the heart of the AI revolution achieve incredible performance in their
predictions, but demand a high price in terms of lack of interpretability. For this
reason, a great deal of research is currently being performed into ‘explainable AI’.
Thanks to this research, we can now use what is referred to as Q&A interaction to
have an AI system explain why it is classifying an image, video or text in a certain
way. For example, when the AI system classifies an image as being a skier, and the
user asks ‘why?’, the system marks the section of the image where it has identified
skis and generates the sentence: ‘because I see two parallel straight lines against a
white background’. This form of explanation is achieved by training the system on
a large number of images and explanations associated with them.
However, Peter Norvig, a world-renowned AI researcher and research director at
Google, questions whether explainable AI is a worthwhile undertaking. He says:
‘You can ask a human, but, you know, what cognitive psychologists have discovered is that
when you ask a human you’re not really getting at the decision process. They make a
decision first, and then you ask, and then they generate an explanation and that may not
be the true explanation. So we might end up being in the same place with machine
learning where we train one system to get an answer and then we train another system to
say – given the input of this first system, now it’s your job to generate an explanation.
Explanations alone aren’t enough, we need other ways of monitoring the decision making
process.’7
AI systems, he says, would generate an explanation in the same way, after making
a decision. Just like with people, the motivation would be to come up with a good
and convincing story, just not necessarily one based on the truth. Despite this
justified concern, any insight into the way an AI system makes its decisions is
important, because the ‘narrow’ intelligence of the system must be complemented
and controlled by the broad intelligence of the human mind.
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4. The AI revolution
The AI revolution is being driven by a class of new machine learning algorithms
referred to by the term ‘deep learning’. While it is true that the underlying ideas
behind deep learning have been around for 30 years, it is only in the last ten that
the technology has been producing dramatic breakthroughs. The reason for this is
twofold: (1) thanks to the rise of the internet and the major tech companies,
enormous volumes of labelled data have become available, and (2) the powerful
graphics cards developed by companies like NVIDEA for cutting-edge, hyperrealistic video games have radically accelerated the process of training deep
learning algorithms.
The major breakthroughs that deep learning has delivered have been in the areas
of image and video recognition, speech recognition and text analysis.8
Today, hardly a week goes by when the media is not awash in reports of a
breakthrough in at least one of these areas. Before presenting a list of applications
with relevance for data use in public domain, it is useful to outline the broad limits
of deep learning-based AI. We can do this with an example.
If we train a deep learning algorithm on millions of images of objects, with every
object labelled with the name of the object shown (like ‘Fido’) or the class to which
the object belongs (‘dog’), then the algorithm will be capable of assigning the
correct label to images it has never seen before. To put this in perspective, if we
take a new photo of Fido and present it to the deep learning algorithm as input,
then in 95 to 99% of cases it will produce the output ‘Fido’ or ‘dog’. If we train the
algorithm on millions of images with their corresponding descriptions, then the
network can even produce a correct description for new images. Ten years ago, it
was unthinkable that any computer system would be able to do this. Consequently,
this represents a truly enormous breakthrough in scientific and practical terms. It is
such a dramatic breakthrough that the temptation is great to draw a parallel with
human observation.
After all, isn’t the system doing what humans do – identifying and classifying an
image? However, there is a crucial difference between the way in which deep
learning ‘recognizes’ an image and the way humans do the same thing. A deep
learning algorithm knows nothing about dogs.

It has no knowledge of animals, and does not know what a dog feels like or does.
The only thing that the network ‘knows’ is that certain visual patterns are
associated with the label ‘dog’. This is why in the AI field, deep learning is referred
to as a ‘narrow’ AI. The algorithm performs excellently on a very narrowly defined
task. Although it is common to see proclamations like ‘a deep learning network has
learned to recognize a dog’, this is in actuality very misleading because what it is
really doing is associating an image with a label.9
To illustrate, we will consider a research project in the public space that we
conducted in cooperation with the Dutch Institute for Technology, Safety &
Security (DITSS)10 in a public square in Tilburg (Piusplein) and a public location in
Eindhoven (Stratumseind). The goal of the project was to predict aggressive
behaviour on the basis of video images.
One of the observations was that wild but innocent behaviour by a group of friends
was effectively impossible to distinguish from aggressive behaviour. It turned out
that the human observer, by applying her general social knowledge of how a group
of friends behaves, is much better able to predict an escalation of aggression.
In concrete terms, this means that the application of deep learning for the ‘narrow
AI’ task of identifying potential aggressive behaviour must be coupled with a
verification by a human observer. One could say that the narrow intelligence of an
AI system is complementary to the broad intelligence of the human being.

4.1 AI applications in the public space
The strong performance of AI and deep learning algorithms in ‘recognizing’ images
and audio has led to a broad range of potential applications in the public space.
In recent years, applications of deep learning and other AI methods have been
investigated extensively in the context of ‘smart cities’. The expectation is that with
the rise of the ‘internet of things’ (IoT), such projects will begin to really take off,
especially as fast 5G technology becomes available. In the following, we will discuss
the three main public space applications: (1) monitoring and directing visitor
behaviour, (2) monitoring and directing traffic flows, and (3) monitoring and
directing safety.
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4.2 Monitoring and directing visitor behaviour
Tracking the visitors to a city centre or other public spaces can be done in a number
of ways: by using video cameras, by tracking mobile phones, or by using special
sensors placed around the public space. The visual recognition of pedestrians and
the prediction of pedestrian behaviour has become a hot topic in recent years due
to the rise of deep learning and autonomous vehicles. Every year, new advances in
machine learning improve the quality of this type of recognition.
We can now establish the identity of pedestrians from video images, although
results vary based on the quality of the image and other aspects such as visibility of
facial characteristics. In many cases the systems are not yet so robust that they are
better at identifying faces than human beings are.11 Additionally, many systems
have a bias in their recognition performance. Amazon’s facial recognition system
Rekognition, for example, has been criticized for its implicit racial bias.12 It performs
more poorly on the facial recognition of black women, for example, due to the lack
of representation of black women in the data set on which Rekognition was
trained; this reflects on the statistical basic principles described in section 3.1.
To some degree it is possible to identify facial expression from video images, which
can be used to make an assessment of the emotional state of a visitor to the public
space. There are also methods available that can identify and track a visitor from
video images based on body language, and this could lead to the ability to identify
and, to some degree, predict behaviour.
Regardless of the way in which the assessments of the locations and behaviours of
the visitors are obtained, directing behaviour (or ‘nudging’) is a logical next step.
For example, if the maximum capacity of a popular shopping boulevard is close to
being reached, various incentive methods can be used to lead visitors to other
boulevards or destinations. In the living lab at Stratumseind in Eindhoven, there
are intensive experiments being conducted with nudging by adjusting the intensity
and colour of the lighting.13
In the near future, nudging will be able to be more personalized. In the 2002 film
Minority Report, there is a scene in which protagonist Jon Anderton (Tom Cruise) is
frustrated as he walks through a shopping mall. The stores are equipped with
cameras that both recognize his identity and assess his emotional state, and

respond immediately by displaying ads for a vacation destination and a special
vacation package on a screen. Today, only seventeen years after the release of this
science fiction film, we have the technology to deliver this type of personalized
approach. Thanks to deep learning algorithms, we can identify the identity and
emotional expression of visitors to the public space. It is important to realize that a
personalized message could be much more subtle than the offer of a vacation
package on a screen.

In the near future, nudging will
be able to be more personalized
Instead, we could display a virtual face that could use subtle verbal and nonverbal
signals to nudge the visitor to perform a desired action. We also have the
technology to generate and manipulate virtual faces. The tech firm Soul Machines,
recently purchased by IBM, can create dynamic virtual faces that are
indistinguishable from real faces.14 It is only a matter of time before such systems
are being used widely. Our research has shown that people are sensitive to
non-verbal signals (like a smile or a subtle furrowing of the brows) of virtual faces,
and respond to these signals unconsciously and non-verbally.15 This type of
nudging manipulates our social brains, and represents all the opportunities and
dangers that that implies. Just as a good salesman can learn how to effectively
respond to a customer to maximize sales, a deep (reinforcement) learning
algorithm can learn how to direct the virtual space using the optimum combination
of social signals to induce visitors to the public space to exhibit the desired
behaviour.
Although such a system does not yet exist, it is within the technological capabilities
we have now, and it is only a matter of time before someone begins developing
one. This realistic future scenario is an illustration of the fact that the tremendous
potential and risks of the AI revolution are focused at the interface between the
technology and the human being.
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4.3 Monitoring and directing traffic flows
Tracking and regulating traffic flows in the city is a huge challenge. Many cities are
already using ‘Adaptive Signal Control’ technology to optimize the flow of traffic.
Such systems track the traffic and use traditional AI algorithms to optimize the
functioning of traffic lights. The rise of 5G technology and autonomous vehicles
will drive the innovations needed to improve the flow of traffic in a city centre.
Specific deep learning applications include visual tracking of cars on the basis of
automatic recognition of the number plate (something that is already being done
on a wide scale in parking garages) and the automatic identification of unsafe
driving behaviour or traffic violations. One application that many cities are
currently experimenting with is ‘smart parking’. Available parking spaces are
detected using video images or sensor information, and this data is then used to
navigate motorists looking for a parking space automatically to these free spaces.

4.4 Monitoring and directing safety
The monitoring and promotion of safety in public spaces is, obviously, of great
value to society. A number of cities are now experimenting with using automatic
video analysis, acoustic cameras or IoT sensor systems to detect escalating
situations at an early stage and track them, so as to be able to intervene when
needed. In Eindhoven's Stratumseind, a popular area for night life in the city
centre, a living lab is set up that experiments with new technology. One major
point of attention for the living lab is that no privacy-sensitive information can be
collected. There are also experiments being conducted in public spaces in the cities
of Enschede and Utrecht. An article in The Guardian took a critical look at these
several Dutch projects because of the privacy concerns regarding the collected data
and the blending of public research and private interests.16
In view of the experimental nature of the projects and the lack of clarity in the
legislation on the collection of data, such critical voices are unavoidable and useful.
It shows how important experimentation is in arriving at a good approach that can
stand up to every ethical review. With regard to the blending of research financed
with public money and private interests, it is worth noting that in the academic
world, the public-private partnership form of research is being actively encouraged.
Initiatives like the living lab at Stratumseind owe their success in part to the
intensive partnership between the government and industry.
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This does not alter the fact that for this type of public-private partnership project,
clear guidelines need to be adhered to, such as those formulated by the Association
of Universities in the Netherlands (VSNU).17
In the United States, the prevailing conceptions of what and how much data can be
collected in public space are generally much broader, at least for the time being.
There is, for example, the tech company ShotSpotter, which uses a network of
microphones placed around the public space to detect gunshots.18 Whenever a
firearm is discharged, its location can be determined using the sound picked up by
the nearby microphones.

Initiatives like the living lab at
Stratumseind owe their success in
part to the intensive partnership
between the government and industry
AI technology is used to identify and localize the specific noise; the system is not
hindered by the ordinary background noise of the city, traffic, weather and people.
The company’s website suggests that ShotSpotter can lead to a reduction in the
frequency of guns being fired in a city. A Dutch version of this technology could be
geared towards other noise sources, like the detection of human ‘distress calls’
(screams of fear, panic, etc.) or car alarms. Obviously, the introduction of a network
of microphones would lead to privacy concerns. Microphones would, of course,
also pick up human conversations. It is possible to train AI systems (and particularly
deep learning algorithms) to not include certain aspects of the input.
In China, the use of AI technology in the public space is at an advanced stage; there,
they are even experimenting with automatic facial recognition of criminals in video
images. In 2016, two researchers in Shanghai published a controversial study19 in
which a deep learning algorithm was used for automatic screening of faces. They
trained the algorithm on passport photos of over 1000 non-criminals and over 700
criminals. After training, the algorithm was apparently able to identify criminals

and non-criminals in previously unseen passport photos with an accuracy of nearly
90%. The implicit assumption that criminals can be distinguished from noncriminals by visual observation is, of course, extremely controversial.
More significant is that the training method used has a statistical bias. The training
data for the criminals was obtained from photos of criminals who had already been
caught when the photos were taken. It is extremely likely that criminals who have
these prototypical ‘criminal’ facial characteristics are arrested more readily than
criminals who do not have these characteristics. By ‘prototypical criminal faces’,
here we are referring to faces of criminals as they are depicted in films. It is easy to
see how the most successful criminals (that is to say, the criminals who do not get
arrested) might be the ones who do not look like prototypical criminals.
AI-based video surveillance offers the potential to observe criminal activity or
intent at the earliest possible stage. Examples include automatic detection of
pickpocketing or theft (or the intention to commit these acts). It has long been
known that both experts and non-experts are very capable of predicting criminal
behaviour in the public space from watching video recordings.20 In 2016,
researchers at MIT were able to prove that prediction of intention on the basis of
video images is possible. These researchers trained a deep learning algorithm on
over 600 hours of video fragments from TV shows like ‘The Office’ and ‘Desperate
Housewives’. After training, the system was capable of predicting whether two
persons meeting were going to hug each other, kiss, shake hands or ‘high-five’.
The automatic recognition of criminal intent (such as pickpocketing21) has long
been the subject of investigation. The rise of deep learning algorithms will, in the
coming years, lead to many possible ‘predictive policing’ systems. The primary
obstacle to creating such systems lies not in the technology, but the data.
Deep learning systems require very large data sets. Collecting a sufficient number
of video images of an action such as pickpocketing is no easy task. No doubt there
are already companies and institutions investing in the collection of data for this
type of application. As soon as commercial products become available these can
represent an important tool for the monitoring and management of safety in the
public space.
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5. Observations
Looking at the latest developments in technology and society, we can arrive at the
following four observations.
1. It is difficult for policymakers to fully understand AI and equitable data use.
2. The AI revolution is both a technical and a social revolution, and as such requires
an interdisciplinary approach.
3. In a wide variety of domains, there is a crippling shortage of professionals with
sufficient knowledge of the potential and risks of AI algorithms.
4. Certification of AI algorithms by an independent body is needed.
These four observations are addressed in more detail below.

5.1 Complexity
The importance of AI and responsible data use for the development and strategic
position of the Netherlands is generally acknowledged, but for politicians and
policymakers the underlying subject matter proves to be something difficult to
understand. We can identify four reasons for this.
The first reason is that the integrity of the discussion surrounding the development
of AI is tainted by predictions that reflect more on Hollywood screenplays than the
reality. One prominent example is futurist Ray Kurzweil, who in 2005 introduced
the concept of the ‘Singularity’ as the point at which the exponential growth of
technological potential will result in a convergence, or ‘singularity’, of human being
and machine.22 Kurzweil postulated that the Singularity will take place in 2045.
His predictions are, in part, responsible for a plethora of unfounded ideas about
the development of AI. One prominent example of an AI doomsayer is technocrat
Elon Musk, who has predicted that AI will supplant humanity and human
intelligence. It is beyond the scope of this essay to go into the details of all these
predictions, but one clear problem with the Kurzweil-esque future scenarios is that
they are based on an extrapolation of exponential growth. In the real world,
exponential growth has its limits. The exponential growth of the number of
internet users, for example, is limited by the total world population; eventually,
growth becomes saturated and in reality the growth curve takes the form of an
S-curve rather than a hyperbolic curve.

In much of the same way, the exponential growth of technological potential of any
given technology at some point reaches saturation. The impact of the concept of
the Singularity can be partly explained by the futures presented in major motion
pictures. Many of the most successful science fiction films toy with the idea of the
machine that surpasses humanity. To offer an alternative to the seemingly
plausible Kurzweil scenarios, every politician and policymaker should familiarize
themselves with the article entitled ‘The Seven Deadly Sins of AI Predictions’ by
American AI and robotics researcher Rodney Brooks.23 In this article, Brooks
convincingly destroys every dire and misleading AI prediction.
The second reason that policymakers have difficulty getting a grip on AI is the
tendency to wrongly generalize performance of AI in formalizable domains and
then project that performance onto the real world. As we have seen, a formalizable
domain is something like a chess game, or a board game like Go, or games that
play out in a virtual world like a video game. In recent years, tech company Deep
Mind has delivered impressive performances with ‘deep reinforcement learning’, a
combination of deep learning and reinforcement learning. With their AlphaGo AI
system, they succeeded in beating the human world champion of the game of Go.
A later version, AlphaGo Zero, learned the game by playing nearly 5 million games
against itself. In 100 matches against its predecessor AlphaGo, AlphaGo Zero went
undefeated.24 Meanwhile, Deep Mind developed an AI system capable of
outperforming human players in video games. The company achieved these
impressive results because of the fact that the world of a game, whether Go or
even the most complicated of video games, is simpler and much more restrictive
than the real world. At every step of the game, there is a limited repertoire of
actions and options. Despite this broad limitation, the number of possible
sequences of actions is dizzyingly large. This is why it takes human players a great
deal of time to get a handle on any given game. It is tempting to project the
performance of AI in games into possible AI performance in the real world.
However, the complexity of the real world is greater by many orders of magnitude.
The third reason why AI is incredibly difficult to understand is how fast things
change in AI technology. The rate of development in the field makes it very difficult
for non-experts to stay on top of, and even understand, the state of the
technology. While this is not the exponential growth curve discussed critically
above, it is still a stupefying rate of relatively small innovations that can and do
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have an enormous impact on aspects like data use. As an illustration, consider an
example of responsible data use in relation to the rise of generative models.
Generative models are a variant on deep learning that offer the ability to generate
‘fake videos’ and ‘fake images’. A relatively unforeseen effect of generative models
relates to the privacy protections on data from sources including the public
domain. De-identification is a proven method for providing privacy protections
when using public data. When de-identification methods are applied, all direct
references to individual data are removed. There are many data sets that have
been anonymized by de-identification in circulation around the world, and which
are being used for research and analysis purposes. However, in recent years
multiple incidents have revealed that there is still nonetheless individual data that
can be obtained from these de-identified data sets.
Using advanced machine learning algorithms, re-identification proved to be
possible in many cases. This kicked off a public debate that produced a number of
important results, perhaps the most important being that re-identification is only
possible when the complete data set is available. Given that most of the publicly
available data sets are only partial, the risks of re-identification were deemed to be
negligible. However, a recent article25 showed that now, with a generative model,
re-identification using a partial public data set is, in fact, possible.

This has direct ramifications for operative European privacy law (the General Data
Protection Regulation, or GDPR) and other regulations governing the sharing and
publishing of data. This example shows that what is good policy in regard to
sharing data can suddenly change dramatically as a result of a relatively modest
innovation in machine learning.
The fourth and final reason why policymakers have trouble getting a grip on AI is
that by and large, these persons come from a non-technical background.
To illustrate, I cite below from the Dutch government’s Profiel nieuwe Tweede Kamer
2017 (‘Profile of the new Lower House of Parliament 2017’) as published on the
website www.parlement.com.
The educational level of the members of the Lower House remains unwaveringly high.
Nearly two-thirds (94 members) have a university degree and 31 members completed
higher vocational education (Dutch HBO or equivalent). The educational level of a few
members for the PVV is not known. Of the members with university degrees, degrees in
law remain the majority (26 members). Economists (17), political scientists (15), public
administrators (11) and historians (10) are also well-represented. The house also has a
philosopher, a specialist in the philosophy of law, an architect and an archaeologist. There
are now no longer any medical doctors in the House. There are few (namely, five) members
with a science background. (https://www.parlement.com/id/vkclmgzmv4ya/profiel_
nieuwe_tweede_kamer_2017)
Despite the high educational level of the members of the House, there is essentially
zero affinity with technical fields to be found among them. This makes it difficult
for most parliamentarians, politicians and policymakers in general to correctly
assess innovations in AI.
For these four reasons, politicians and policymakers are insufficiently aware of the
potential and pitfalls of AI algorithms.

5.2 Interdisciplinary approach
The impact of advances in AI comes from the social dynamics of people in
interaction with technology. This is the reason that the essence of the AI problem is
interdisciplinary.
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Previous technological innovations such as the rise of mobile phones, the internet
revolution, and the social media revolution, were also characterized by the
interweaving of technology with social dynamics. The development of GSM
technology came paired with a social need to always be available and able to
communicate. The technological development of the internet and social media was
linked to the social desire to communicate efficiently and advertise one’s self or a
product. The integration of AI technology with social dynamics may be less
apparent, but is potentially much farther-reaching. This is expressed particularly
cogently in a major opinion piece in Scientific American26, written by Dirk Helbing,
Professor of computational social science at Swiss University EZTH in Zurich, and
eight of his international colleagues in a number of other disciplines.
In it, these authors assert that modern society stands at a crossroads. Looking at
Singapore as a data-controlled society, with China following in its footsteps,
Helbing and his colleagues observe that steering human behaviour through
‘persuasion’ and ‘nudging’ may begin innocently, but can very quickly take on
nightmarish forms. An example of innocent nudging is encouraging
environmentally-conscious behaviour in the public space. At the other end of the
spectrum is the Cambridge Analytica scandal, an example of a malicious form of
nudging that made headlines around the world when it became apparent that
internet users’ participation in the democratic process had been successfully
manipulated.27

An example of innocent nudging
is encouraging environmentally-conscious
behaviour in the public space
Finding the right balance of encouraging beneficial use of data and fighting data
abuse was one of the points of attention in the reports of two ‘World Cafés’ on
equitable data use in public space in Groningen and Eindhoven.28 During the
session in Groningen, as part of the discussion on the collection of data on
pedestrians and cyclists in the city centre, the subject of the utility and risks of
nudging when this technique is used for purposes such as regulating traffic flows

was addressed. The participants expressed an interest in knowing more about
nudging and its impact on visitors in the city centre. In Eindhoven the meeting was
focused on the collection of data on visitors to Stratumseind, with an emphasis on
increasing safety in the public space. The participants raised a number of concerns,
including the transparency of data collection and nudging, the legitimacy of
nudging and the controllability of data-driven nudging.
The result of the sessions in Groningen and Eindhoven, along with a similar
meeting in Amsterdam29, was the identification of four key issues and questions.30
These four primary points of discussion are given below, with commentary.
1. There is a conflict between privacy and technology. What can we do? What should we do?
What should we want? (and not want)
As this essay makes clear, we can do a lot, although we must be careful to not
overestimate the strength of AI technology, which for the time being will remain at
the narrow intelligence stage. What we should do is not entirely clear, because the
developments in legislation are, by definition, always playing catch-up with
developments in the technology.
2. There is (a) a conflict between companies and individuals (this referring to the interests of
private commercial parties), and (b) a conflict between the individual and the collective,
public interest.
The conflict between companies and the individual was addressed above at section
4.4 (in the discussion of the cautionary Guardian article). In regard to the conflict
between the individual and collective interests, there is a real risk of the datadriven society running roughshod over the interests of the individual.
3. The degree of transparency and interpretability of data use and data collection in the public
space.
Transparency and interpretability are (to a certain degree) technologically
achievable, but this must be achieved with a consideration of the transparency of
the rules and regulations enforced.
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4. What is the role of the government within the smart city?
This question is a central one to this essay. In a general societal context, Helbing
and his colleagues are thinking in the right direction. They make ten
recommendations for leading the technological and social revolution down the
right path. These recommendations are, in a more general sense, in keeping with
the results of the World Cafés and the issues outlined here, and relate to (in part):
greater transparency to increase trust, room for social and economic diversity,
decentralization of AI systems, and promoting equitable actions in the digital
world. For the purposes of this essay, it is important to emphasize that the
recommendations by Helbing and his colleagues came about thanks to an
interdisciplinary consideration of our society and the rise of technology in it.
Taken in conjunction with the results of the World Cafés and the four key issues
described above, the article makes the importance of bringing an interdisciplinary
approach to bear on the AI revolution and creating a world of appropriate data use
abundantly clear.

5.3 Shortage of professionals
In a blog post entitled AI en de Nederlandse Belangen (‘AI and Dutch Interests’), Jurgen
Oppel and Aaron Arends write: ‘Despite warnings from multiple Dutch experts in
recent months of a “brain drain” in the field of artificial intelligence, it seems that
there is still a failure to fully appreciate that our economic interests are at stake.
The Netherlands has a good starting position, but is just about to miss the starting
gun.’31 AI research in the Netherlands faces pressure from what is being called a
brain drain.32 More attention to AI research as a driver of innovation is needed.
To facilitate healthy innovation, attention to both technical and social innovation
must go hand-in-hand. In September 2019, two AI initiatives worth mentioning
were launched in the Dutch province of Noord-Brabant. Eindhoven University of
Technology launched its ‘Eindhoven Artificial Intelligence Systems Institute’, to
focus primarily on engineering (engineering AI applications in the automotive
sector, high-tech systems, etc.). Meanwhile, Tilburg University launched its
initiative ‘AI for Society’, and is now offering the first accredited university
programme in AI in the province, Cognitive Science & AI (CSAI) in the department
of the same name.
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This programme combines technological and social aspects. And at the Jheronimus
Academy of Data Science (JADS) in ’s-Hertogenbosch, a partnership between the
universities in Eindhoven and Tilburg, both of these approaches come together in a
shared research and teaching programme. The new teaching programmes are set
to produce a large number of AI professionals. These unique initiatives in NoordBrabant should be replicated in the rest of the country.

5.4 Certification
Calls for regulation of the tech giants are growing steadily. On 25 July of this year,
the US Department of Justice launched a broad antitrust investigation of several
major tech companies.33 Independently of the commercial interests of major
companies, machine learning algorithms are a source of problems. Even if a
company or government institution applies machine learning to data from the
public space on only a limited scale, there are myriad reasons why this can be
problematic. One of these is that every machine learning algorithm has a bias, a
sort of implicit assumption of the way in which various observations should be
compared. As a result of the bias, the algorithm can generalize and identify
examples that it has not encountered before. On average, the bias is an advantage
(because it results in better recognition performance), but it can have a negative
impact on an individual. One extremely simplified example of such a bias is the
way in which machine learning algorithms handle certain personal characteristics
like age and salary. Some machine learning algorithms, such as the ‘decision tree’
type of algorithm, consider every characteristic independently, while others, such
as the ‘nearest neighbour’ type (described above) make an implicit link between
every data point.
On average, one of these algorithms may perform better than the other, even
though for individual cases it may be that one type addresses the individual’s
situation better than the other. The recognition of such subtle biases in machine
learning algorithms and verification of potential methodological errors in training
or operationalizing machine learning algorithms requires a sound screening
process. This screening should be carried out by an independent certification
organization set up by the government. Individuals who feel disadvantaged by a
decision resulting from the use of a machine learning algorithm should be able to
apply to this organization for a review of the decision.

More generally, the organization could review the algorithm for certain statistical
and ethical criteria to be further defined.
The four observations above offer the government a framework for building
concrete policy. Our survey of the AI technology and observations allows us to
answer our central question. To repeat, the question is: What do we need to do to
avoid data use going wrong and bad applications of AI algorithms in our society? To avoid
data use going wrong and bad applications of AI algorithms in our society, we need
to make sure that…
• politicians and policymakers understand the potential and limitations of AI. It is
particularly important to understand that the ‘oil’ on which AI runs is data.
A basic knowledge of the statistical principles underlying equitable data
collection is an absolutely essential requirement.
• it is understood that the AI revolution is not something that only people in tech
need to worry about. Virtually all AI systems function in interaction with people,
and this creates (to use the term coined by Helbing et al.) a delicate feedback
system. This should underscore the great need for interdisciplinary
professionals.
• the AI research infrastructure is attractive to talent, so the digital society can
remain assured of a steady supply of AI professionals and AI innovations.
• research projects that will implement the approach as outlined in Helbing et al.
are defined.
• a central certification body for the evaluation of AI algorithms is created.
We conclude this essay with five policy proposals that follow directly from our
observations.
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6. Policy proposals
The impact of machine learning and data use in public space on society will only
increase in the coming years. In order to smooth the transition to a digital society
dominated by machine learning, I would like to put forward five policy proposals
derived from the observations in chapter 5.
1. Give politicians and policymakers regular training on the subject of data use and the
emerging developments in AI in relation to social and legal aspects.
The speed of the technological developments brings new data sources and new
technology at a steady rate. One of the latest, for example, is the ability to create
synthetic images and videos that are virtually indistinguishable from the real thing.
It is impossible for politicians and policymakers to keep sight of the total picture,
including the potential and risks of new data sources and new technology.
The additional training that this essay recommends should be an update to an
already relatively high level of knowledge, and has two purposes: (1) to enable
politicians and policymakers to communicate with the market on an equal footing,
as an expert partner, and (2) to enable them to direct the processes that will lead to
the technological innovation the government needs. With a basic knowledge of
machine learning, a brief training will be enough to provide a clear picture without
having to go into too many technical details. Likewise, for the social and legal
aspects of data use and AI technology, the speed of the technological
developments means that perspectives shift and understanding changes.
Here, too, there should be periodic training for legislators, politicians and
policymakers to enable them to follow the rapid developments and act
appropriately. A combined training on technological, social and legal aspects could
take the form of a one-day total training package given once per year.

which technology and man come together, and so this means the full gamut
including the social domain, safety and mobility.
3. Try to stop the brain drain of researchers by improving conditions for AI researchers.
In order to keep playing an important role in the technological developments,
recruiting and keeping good researchers is a must. Boosting the Netherlands’ draw
as an AI knowledge country for researchers will generate more innovation, better
education and more control in steering the digital society.
4. Invest in research to facilitate the transition to an equitable digital society.
Investments in AI research into applications for data used in the public space will
facilitate a successful transition. Seeking out connections with existing initiatives
such as the Stratumseind project in Eindhoven would seem to be a prudent choice.
5. An independent body to screen AI technology for the aforesaid statistical principles will
prevent abuses. As machine learning algorithms are continually upgraded, periodic review is
needed. The government should make review mandatory in order to minimize the chance of
abuses.
Such as supervisory body should be set up to ensure transparency of data use at
the national or European level. Recently34, the Australian government announced
plans to set up a governmental organization for the screening of the algorithms
used by tech giants Facebook and Google. This organization is being placed under
the Australian Competition and Consumer Commission. The use of algorithms and
data in the public space should always be screened in the same way, whether being
used by tech giants or any other party.

2. The digital society will require professionals who are equally at home on both the
technological side and the human and social side of AI. Invest in the programmes that will
produce them now to eliminate the already existing shortage in such professionals.
The AI revolution is both a technological and a social/cultural revolution.
The technical potential of AI has an impact on human behaviour and is influencing
the way in which society functions. Professionals are needed in every domain in
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